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Introduction

One of the challenges faced most often by those of us in the field of usability is finding good data about user behavior quickly, accurately, and, in most cases, cheaply. In an environment where many stakeholders question the return on investment in usability, some in the industry have developed interesting ideas aimed at gathering user data.  One such idea is the analysis of server log files to gather information about user behavior. On the surface, it is easy to understand the gravitation towards server logs: they're supposedly a data source which portrays what people are doing on a site.  Server logs supposedly show what people click on, what pages they view, and how they get there.

Unfortunately, practitioners who espouse such methods seem to lack important technical knowledge regarding the nature of the web, the Hypertext Transfer Protocol (HTTP) and the process of caching within networks, proxies, ISPs, and browsers.  These technical details greatly limit the types, and quality of information that can be retrieved from

server logs.

In addition to the technical limitations of server log file analysis, without information regarding exactly what the user expects to find and why they make the choices they make, there's no way for us to know whether they were successful in their quest and whether that quest was satisfying - and that, ultimately, is the usability information we seek.

Server log files are inappropriate for gathering usability data. They are meant to provide server administrators data about behavior of the server, not the behavior of the user. The log file is a flat file containing technical information about request after request for files on the server. Log file analysis tools merely assemble them in a conjecture-based format aimed at providing insight into user behavior. In the commentary below, I will explain why the nature of the web, the HTTP Protocol, the browser, and human behavior make it impossible to derive little meaningful usability data from server logs. 

First, some of the technical background information is needed. 

What is a Server Log File? 

Server traffic logs are files generated by the server in order to provide data about requests to the server for data. When a computer connects to a site, the computer, browser, and network will deliver some data to the site's server itself to create a record that a file was requested. Here's what an entry into a log file looks like: 

86.42.132.114 - - [31/Oct/2005:18:15:16 -0500] "GET /styles/style.css HTTP/1.1" 200 5194 "http://www.example.com/links/links.php?cat=css" "Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.7.12) Gecko/20050915 Firefox/1.0.7" 

The format above is from an Apache log. Depending on the type of server the site is on, the log entries may look different.  Thousands (or even hundreds of thousands) of entries such as the one above are placed into a plain text file, called the server log.
The above log entry includes the following information: 

1. IP Address of the requesting computer: 86.42.132.114 This is not the user’s IP address, but rather the address of the machine they’ve connected to. 
2. Date & time of the request: [31/Oct/2005:18:15:16 -0500] That's October 31, 2005 at 6:15:16pm and the time zone is 5 hours behind GMT, which is Eastern Standard Time in the USA (this is because the server is in that time zone, not the user.) 

3. The full HTTP request: "GET /styles/style.css HTTP/1.1" 

1. Request method: GET
2. Requested file: /styles/style.css 

3. HTTP Protocol version: HTTP/1.1 

4. HTTP Response: 200 This means the request was ok.
5. Response size: 5194 bytes This is the size of the file that was returned.
6. Referring document: http://www.example.com/links/links.php?cat=css The links.php file is referring its embedded style sheet.

7. User-Agent String (Browser & Operating system information): "Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.7.12) Gecko/20050915 Firefox/1.0.7" The user’s computer is using Firefox browser on Windows XP and their language is set to English - US.
 Of all of the information in the log entry, only the time & date, HTTP Request, and the response information should be regarded as accurate.  The IP address, referrer, and user-agent string should be regarded as unreliable, as it can be faked in some way by the user. For example, Netscape 8 gives the user the option to identify itself as Internet Explorer during the setup process and many other browsers supply this ability in their “Options” or “Preferences” menus.
Analysis Tools 

Many organizations use an analysis program to parse server log files so that they're much easier to understand. Imagine trying to cull anything of value from a huge text file of entries like the one above when hundreds of thousands (or even millions) of entries are present in the log file! Essentially, the analysis tool treats the log file as a flat-file database, processes it, and generates the "statistics" that are discussed throughout the rest of this commentary. In other words, “Web Analytics” software does little more than provide its own interpretation on data contained in the log file which, as has been stated above, could be at least partially faked.
How the Web Works 

In order to understand how Web server log files work and why they are considered inappropriate for measuring usability, it is important to get a brief background on how the web itself works. 

The HTTP Protocol 

HTTP, Hypertext Transfer Protocol, is "A standard procedure for regulating data transmission between computers." HTTP dictates the manner in which computers, servers, and browsers transfer data over the Web. HTTP is known as a “stateless” protocol, meaning that an HTTP connection to a site is not continuous. The steps involved in requesting a Web page are: 

1. User requests a page by following a link or typing an address in the browser’s address bar.
2. Browser requests a page. 

3. Server responds by delivering the page, which is displayed in the user's browser window. 

4. Connection between the user's computer and the Web server is severed. At this point, the transaction between the user and the website is considered “done” as far as the server is concerned. 
Every request for a new page on the server initiates these steps. In fact, this process occurs for every element requested on that page. Therefore, if there is a page with 10 images and a style sheet, the above routine will repeat 12 times (1 page + 1 style sheet + 10 images = 12 requests). 

The reasoning behind all this is important to keep in mind, because in the early days of the Web, computers were slow. Servers were slow and networks were slow as well. This slowness was compensated for in two ways: by opening and closing connections for each request as described above (rather than as one big stream), and by "caching" the data as well. 

Caching 

Caching is defined as "Local storage of remote data designed to reduce network transfers and therefore increase speed of download. The cache is a 'storeroom' where the data is kept" To put it more simply: Computers store data in a cache on the user’s computer so that they can get to that data again without downloading it each time it’s needed.  For the Web this is important because, as mentioned above, the historical slowness of the Web connections and computers was a severe limitation on the overall usability of the Web. 

Caching, even with the speed of today's Web connections and the power of modern personal computers, enhances performance. For example, in a very simple site where most pages have only two images and a style sheet, each page generates only four requests – again, 1 page, 1 style sheet and 2 images = 4 requests.. Without caching, every page viewed on the site would require the server to send four files to the computer when only one is really necessary: the new document. This not only goes for the individual elements embedded into the page, but also the page itself. If a user visits a page, then another, and wants to return to that first page, the computer should not have to download the same page again when it has already been downloaded the first time. Even with the increasing number of broadband users, if everything had to be downloaded repeatedly for every page viewed, the computer, the server, and the Internet would get bogged down transferring and receiving this enormous volume of redundant data. 

Who caches? 

Everyone caches. Every browser of every user throughout the world has a cache generated while browsing. Default settings for this cache are set rather high by browser manufacturers in an attempt to increase the performance (and therefore usability) for the user.  The screen capture below shows the default cache size for Internet Explorer 7 to be 124 Megabytes:
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As a browser’s cache fills up, more and more pages the user views frequently (such as on their favorite sites) will be retrieved right from cache, rather than arriving via new requests to the server. 

In addition, almost all corporate and institutional networks have caches (such caches that most users would experience at their job), as do almost all Internet Service Providers (ISP), such as AOL or MSN.  The larger the network or ISP, the larger the cache. 

A quote from Stephen Turner, developer of Analog Stats, explains it this way.  "This means that if I try to look at one of your pages and anyone else from the same ISP has looked at that page, the cache will have saved it, and will give it out [the page] to me without ever telling you [the source of the web page] about it. (This applies whatever my browser settings). So hundreds of people could read your pages, even though you'd only sent it out once." 

Why cache? 

Caching saves on bandwidth and hardware needs, and provides overall usability for everyone on the web. This means HTTP is really more complicated than the previous description of three steps. It now becomes: 
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Caching Wreaks Havoc on Statistics 

From the image displayed above, we begin to realize the problems with looking at server logs. There may never be a connection between the user's computer and the site's server in order to fulfill the user’s request and have the page received.  
Caching is a definitely a good thing. Its importance for the overall usability of the Web cannot be over stated. But for understanding log file analysis, the purpose of this article, caching makes all site traffic stats completely inaccurate. To further invalidate the stats, the most popular pages of the site are likely to be cached more often, thus creating more problems in getting accurate log data. 

Caching's Effect on Margin-of-Error 

It might seem that one defensible position is that "We don't need 100% accurate logs to get reliable data. We just need an acceptable margin of error". If the stats in question are from a small sized sample (read as: a less popular site with little traffic), then our margin of error in these statistics will be very high. To overcome the problem of a large margin of error, a larger sample size (a more popular site) might seem appropriate. Unfortunately, the more popular the site, the more likely it is that the site will be cached by networks and proxies, and the more likely it is that AOL users will be swapping Internet Protocol (IP) Addresses with each other (more on that later). Sites with large numbers of visitors may never achieve an acceptable margin of error because so much caching occurs that the data are not accurate.
Usability Data Cannot Be Found In Log Files 

It is helpful to remember that the ONLY things that log files can report are about requests to the server so that if the user, their network, or ISP has a cached copy of your page, then there is no request. If there was no request, then no log entry is created. If no log entry is created, the user's desire for that page is not accounted for in the stats. 

Usability Data: Who Is Coming To Your Site?
As demonstrated in the beginning of this article, the log entries do not include any data about a user's identity. A log entry contains no demographic data. The log entry cannot tell the user's age, sex, race, education, experience with computers and the Internet, experience with the organization's product or service, or any of the other information Usability Practitioners typically include when generating a “persona”. The closest thing to "who" information is the user's IP address. 

In the log entry example provided in the beginning of this article, 86.42.132.114 is an address owned by Eircom IP Networks Group from Dublin Ireland. But even this does not equate to definitive information about the identity of the user. Eircom's own web site says they offer services to businesses and individuals. So, this could be a home surfer, a secretary, or the president of a company - all three of whom could have very different demographic qualities and reasons for coming to the site. The only possible assumption one could make is that the person came from somewhere in Ireland. However, that may not be true, either. The IP address recorded in the log file is the IP address of the host machine that the user was connected to when they accessed the site. The user could actually be very far away from that host machine or could even be using a program which "anonymizes" them, hiding their location, and making them seem like they're in an entirely different country. For usability purposes, there simply is no way of knowing anything accurate about "who" is visiting the site - not even where they are located. 

Usability Data: What Information is Requested?

Log files cannot tell how many actual times a page from the site was viewed because caching causes some "traffic" to not get counted. Even if we pretend that the page counts are accurate, the bigger issue is that "what information they're requesting" provides no data of value for usability. 

· Log files don't indicate what information users want. 

· Log files don't indicate what information users expected to find. 

· Log files don't indicate whether that request fulfilled the user’s needs. 

· Log files don't indicate whether that information was easy to find. 

· Log files don't indicate whether that information was easy to use once users found it. 

At most, a measure of page requests can indicate that users thought they could get what they wanted there, but we still don't know exactly what 'it' was they wanted. Without information about what they wanted, there’s no way of knowing whether that page view satisfactorily gave the user what they came for.

Furthermore, some page views could be artificially inflated by users going from page-to-page looking for something they cannot find. Page views of some pages could also be inflated as users drill down into a site's architecture as they seek what they really want. No matter whether the request is a success or failure, pages in the site could easily seem to have large requests even if  those pages are just on the way or in the way. 

Let's imagine that the user of a newspaper site wants a medicine-related story published June 20, 2004 and that page is located at: Archives -> 2004 -> June -> 20th -> Medicine -> Story [goal]. Further, let’s imagine the user’s response is to follow the path above until the June 20th edition has been found.  In doing so, this increments the page views of five pages to find the story in question.  

If a large number of users who peruse the archives of the site use a similar scheme, in the overall traffic measure they have the affect of "artificially" increasing hits to all of the pages at the top levels as user after user branches off of them.  Ultimately that data does not provide usability information. The measure of a site's usability is whether the user succeeded in doing that which they set out to do and whether they felt it was an easy thing to do. Page requests have no direct bearing on any true aspects of usability and indicate neither success nor satisfaction. 

Usability Data: Can Log Files Indicate How People Navigate on a Site? 

Another misunderstanding is found in claims that log files can describe "how people navigate" on a site. As before, the problem with this claim lies in the issue of caching. Even in a best-case scenario all that would be counted would be requests for pages that a single user has not seen already. Caching means that anytime the user goes back to a page they've already seen, that page view is not counted. So, with that understanding, how can log files tell us "how people navigate"? 

Tracking a participant’s usage of the Sears.com website’s tool section, we saw this example played out in real time. The page’s visited were as follows
1. Home 

2. Tools

3. Air Compressors

4. Automotive Air Tools

5. Drills

6. Craftsman 1/2 in. Professional One-Touch Drill

7. “Back” to Drills - comes from cache

8. Chicago Pneumatic 3/8 in. Angle Drill

9. “Back” to Drills - comes from cache

10. Craftsman 1/2/ in Heavy Duty Reversible Drill

11. “Back” to Drills - comes from cache

12. “Back” to Automotive Air Tools - comes from cache

13. Grinders

14. Craftsman 7 in. Angle Grinder

15. “Back” to Grinders - comes from cache

16. Craftsman 1/4 in Die Grinder kit

17. “Back” to Grinders - comes from cache

18. Craftsman Die Grinder

19. “Back” to Grinders - comes from cache

20. “Back” to Automotive Air Tools - comes from cache

21. Sanders

22. Craftsman Dual Action Sander

23. “Back” to Sanders - comes from cache

24. Chicago Pneumatic Dual Action Sander

25. “Back” to Sanders - comes from cache

26. Craftsman High Speed Rotary Sander

As the page list above demonstrates, as a user browses through the site, the number of actual requests may very well diminish because more and more pages are getting cached as the user navigates through the site. Thus, as they browse and eventually return to pages they've already seen their requests for those pages are not counted in the server’s log file.
Using log files to track a user's visit as a way to tell how people navigate would result in numerous gaps between what pages the log files indicate were visited and what the user actually did visit.  So, log files are not a way to identify trends in how visitors navigate.
Moreover, what usability data could a list of pages visited provide? Even if there was no caching anywhere, all we'd have is data about a series of requests that a user made during a visit to the site. To repeat we are left with the following stark realities: 

· The user's path does not tell us what the user wanted 

· The user's path does not tell us what information they expected to find 

· The user's path does not tell us whether that request fulfilled their needs 

· The user's path does not tell us whether that information was easy to find 
· The user’s path does not delineate distractions that interfered with an initial purpose 

· The user's path does not tell us whether that information was easy to use once it was found. 

Usability Data: What Element(s) Did the User Click? 

Some sources state that you can determine which element (link, icon, etc.) a visitor clicked on the page to go to the next page. There is simply no component of web sites, web servers, or server log analysis programs which would tell exactly which link/ icon/ button the user clicked to navigate. 

Instead, Analytics programs “guess” at this information by interpreting the referring pages for a request. For example, if a user follows a link to the site’s “News” page, and the referring document was the “Home” page, then the analytics program will locate the “News” link on the “Home” page and say that’s where the user clicked.  This data is rendered completely unreliable any instance where there are two links on the page that go to the same destination.

There are those who’ve proposed methods using DOM Scripting or Ajax to gather this information. Unfortunately, such methods (as have been proposed) typically involve means which would cause duplicate requests to the server. Such methods – while interesting – are inappropriate for a production environment as these duplicate requests are likely to cause performance problems for the site.  These methods would be excellent for a very brief A/B test, but long-term data gathering in such a manner should be avoided.

Usability Data: How Long Did the User View the Page(s)? 

Caching again makes it impossible to reliably generate such a statistic. Using the trip to Sears.com as an example again, we can see numerous times where our user visits a new page, and then returns to a page he has already seen, then a new page again. What can happen is that, as far as the logs are concerned, the time the server thinks user spends viewing page(s) will be artificially increased because it isn't counting the time he spent re-reading a page he has already seen. The traffic analysis tool then makes an assumption that the gap between new requests (because the other pages were in cache) is the time that was spent on the previous page. This can make it seem like users are spending longer on the pages than they really are, and not actually counting the pages where time was actually spent. 

If you could tell how long the user “viewed” the page, what conclusion could you draw? 

When our user was on the Sears.com web site looking for a part for his air compressor, he noted that he also needed a new pressure gauge because the old one wasn't working. So, he went to Sears.com and clicked on "Parts" on the left. The user then arrived at a new site for the Sears Parts Store. As soon as he got there, he saw that he could enter the actual part number for the gauge itself rather than browsing for it. He then left his computer, went to the basement, and spent approximately the next 5 minutes going through a stack of owner's manuals to get the part number for the gauge. Returning, he entered the part number, went about finding the part on the site and continued with his visit. 

With the web server logs as the only data about what our user did above, what conclusion could be drawn? As far as the server logs go, he spent 5 minutes at the home page of the site before going to the page listing the part. 

· Does that 5 minute page view time mean he had difficulty understanding the page? Or, 

· Does that mean he found the page particularly interesting? 

Of course, neither is true. He wasn't even at the computer for those five minutes. But the server logs don't register "User walked away to look for something". Server logs don't know whether the user went to get a cup of coffee, walk the dog, write something down, print something off, or left the house to go shopping. How long a user spends on a page means nothing without additional information about what the user was doing, why the user was doing it, and whether the experience was successful and satisfying. If someone isn’t with the user, there is no way to know what is contributing to the length of time users spend between new requests. 

Usability Data: Where Do Visitors Leave Your Site? 

Server log analysis tools report the last page the user has requested during their visit as their "exit point." These programs establish a certain amount of time that they assume to be long enough to constitute a single user's session. Most analysis tools allow the server administrator to set what is called a "Visit Timeout" after which point if there is no more activity from that IP address, it regards the user’s visit as over. Any additional activity from that IP address will be regarded as a new visit and likely to be counted as a "repeat visit" by the analysis tool. Most analysis tools' timeouts are set, by default, to 20 or 30 minutes.  Even if there weren't any issues with caching, the analysis tools make an assumption that a user's interaction with the site is over when, in the user's mind, it might not actually be over. If our user’s trip to find the owner's manual had taken 31 minutes, Sears.com would have registered him as a repeat visit, but in his mind it was the same event. If the logs can't reliably tell use where the user left the site, we can't possibly come to any conclusion about why they left the site, and that is really what we really want from that data. 

Stats Do Not Represent How Many Visits (or Visitors) The Site Had 

Essentially, everything said above means any statistics from log files about number of "visits" are going to be unreliable. If we're faced with caching issues and visit timeouts, that means we can't expect to get a reliable statistic on how many visitors have come by or how many visits have happened. In fact, Stephen Turner, developer of Analog Stats (quoted earlier) refuses to generate visit stats for this exact reason. 

Stats Cannot Tell You Where the Visitors Came From or Where They Entered 

Because the site's pages may or may not be cached, a user may have viewed several pages on the site before actually needing to request a page from the server. The server logs will show that first request as the user's entry point, which may not be the user’s actual entry point. This is all the more true for visitors who frequently come from bookmarks or who have the site entered as their “home” page, for these first pages are very likely to be cached in the user’s browser. The site’s most loyal visitors may very well be skewing the statistics by not generating an accurate count of these popular entry pages.  Instead, data might make it look like other pages are more popular than they really are. 

Further complicating this matter, referrer data may not even be available. If the site is running under the secure HTTPS protocol (as should be the case for web stores and any page which contains a form to collect information), referrer data will be unavailable, as this is a feature of that secure protocol. Even without the secure connection, many browsers on the market do not pass referrer data. Even in cases where they do, this capability can often be turned off in the browser as a feature intended to protect users' privacy. A user could also be using a “de-referrer” service such as UltiMod to hide their referrer.
Stats Cannot Measure Users' Online Success 

There are those who would claim that stats can tell you how "successful" the site's users are. Their claim is that items purchased, files downloaded, and information viewed are concrete indicators of user success. By stating this, they're making an assumption that every user comes to a site with a singular, specific goal in mind - buy something or look for some very specific information - and then leave. 
Realistically, nobody uses the Web only to complete a singular task on each site they visit. Most users do not come to a site for only one purpose and leave when they’re done. The user's goal may be as well-defined as "Order a new gauge for my air compressor" or as open-ended as "look at all the neat tools I could buy if I won the lottery". Frequently, a user will come for one reason and stay for a completely different one. In fact, most organizations (should) hope that users do exactly that. Amazon.com is the undisputed champion of facilitating this type of interaction. 
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In the screen cap above, you can see that while the users is viewing a specific watch, Amazon is also recommending alternate items to view as well in case the user has determined that the item they’re viewing does not fit their needs. If Amazon assumed that the user only had one goal (look for a specific item and buy it), then Amazon would miss out on a ton of sales, cross-sales, and follow-up sales. What if the user found the specific watch they were after, but decided not to buy it? They lose money. However, by offering alternatives, they support users who don't have only one specific goal. 

Website Success Cannot Be Measured Online Even If Such Stats Were Possible 

Different types of users have different goals, many of which could not be measured online.  Many surveys exist, such as those performed by the Pew Internet & American Life Project, which indicate that there are three different types of users: 

· Users who prefer to deal with you in person. They would rather come in to a brick and mortar location and transact their business and/or gather their information face-to-face. 

· Users who prefer to deal with the organization over the phone. They would rather call than spend all that time traveling to and fro. The telephone is close to them, dialing is easy, the interaction feels comfortable, and they still enjoy the benefit of speaking with someone who can give them personal attention. 

· Users who prefer to deal with the organization online. The Internet is always there regardless of how early or late it is, and they do not need or want the assistance of another human. 

We shouldn't assume, however, that people strictly stay in one of the categories above at all times. Surveys show that people will often switch between these modes based upon a variety of factors such as the type of product, their level of expertise, proximity of the brick and mortar location (if one exists), their level of desire, and their overall goal. One study by Pew indicates that even people who frequently make purchases online are not more likely to do things like manage their investments online than those who don’t buy online as frequently. The reason the survey respondents gave for this different approach is easy to understand.  They say that handling their entire financial well-being online isn't exactly the same as buying a book, CD, or gift for someone. 

Generally, people will choose what type of interaction they want based on what is needed and available for their particular situation and how comfortable they are doing it online. If a user only goes to the Financial Consultant Locator Tool on the Solomon Smith Barney web site so they can actually visit the local office, then subsequently has SSB handle his investments, then the site was successful - but the log files do not track that. Likewise, saying "X amount of people visited the Locator Tool" is certainly no measure of success. Some people, after visiting that page, may decide not to go. Other people who might feel the nearest consultant was too far away. Further other people might not be able to use the Locator Tool. Measuring requests to the Financial Consultant Locator Tool - which is simply an imaginary "end-point" - is no measure of success without knowing what the user’s criteria for “success” actually is, and without also knowing what contributed to any failures. In the case I’ve just outlined, it is certainly not the site’s fault if the nearest Consultant is too far away. In that case, the Locator Tool would have performed perfectly. The lack of generated business may still be considered a “failure”, but not one attributable to the site. 

"Tracking Usage Trends" Provides No Useful Data 

Some people who recognize the weaknesses of web stats still argue that the log files can be used to look for trends in site usage. Unfortunately, this is also untrue. Again, caching is just as much of a spoiler here as it is elsewhere. The problem is compounded by the fact that Network Administrators and ISPs are constantly working to improve their system's performance. Their end-goal is to ensure their networks run quickly and efficiently for the benefit of their customers. This could mean that they could suddenly choose to place a larger (or smaller) amount of data in their cache and may choose different items to cache as well. Such activity could result in vast swings in the number of requests your site receives and in the number of the hosts making requests. 
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The figure above is a “Monthly History” generated by AWStats for a semi-popular personal site. Notice that traffic in August, September, and October is almost double that of April, May, June, and July? Despite the apparent evidence, absolutely nothing changed about the site at that time. Nothing was added and nothing was taken away. Possibly, some Network Administrator or ISP tweaked how their system was caching pages, resulting in more requests to the site. 

Actions by a site's own management or the management of the organization can also change trend data. Anytime a site's structure changes, grows, or shrinks, the "trends" will as well. If the organization adds a new section and puts a big announcement about it on the home page, there will be a surge in traffic to that area of the site. If a new product is announced in the company's newsletter or on commercials then the site's overall traffic will grow. If the the settings on the search engine are tweaked, pageviews may increase in some sections and decrease in others. Ignore the site for several months and the traffic will lull. Completely redesign the site or re-organize the content, and "trends" are no longer trends. Merely by managing the site, an organization invalidates the usefulness of the trend data by creating variation in the site. The more frequently new content is added to the site, the more opportunities exist for variation in the “trends”.
The Special Case of AOL 

AOL further complicates statistics by assigning new IP addresses to their users in mid-session.  Since AOL is the largest Online Service in the world, AOL is often a site's largest source of users. Since server log analysis tools often rely on the visitor's IP address and/or hostname as a unique identifier, this means that a site's logs can show data attributed to multiple "users" from AOL that actually belong to one person. Depending on how much time the person spends on the site, one AOL user may look like dozens of users. 

One person, in a post to the Usenet Newsgroup alt.www.webmaster posted: "Here's a section of my access log that shows an AOL user requesting one page, followed by requests for the images on that page:" (edited for privacy) 

195.93.21.98 - - [15/Mar/2006:12:44:37] "GET /xxxx
195.93.21.42 - - [15/Mar/2006:12:44:37] "GET /images/
195.93.21.3 - - [15/Mar/2006:12:44:37] "GET /images/
195.93.21.36 - - [15/Mar/2006:12:44:37] "GET /images/
195.93.21.36 - - [15/Mar/2006:12:44:38] "GET /images/
195.93.21.99 - - [15/Mar/2006:12:44:38] "GET /images/
195.93.21.68 - - [15/Mar/2006:12:44:38] "GET /images/
195.93.21.135 - - [15/Mar/2006:12:44:38] "GET /images/
195.93.21.73 - - [15/Mar/2006:12:44:38] "GET /images/
195.93.21.38 - - [15/Mar/2006:12:44:38] "GET /images/
195.93.21.132 - - [15/Mar/2006:12:44:38] "GET /images/
195.93.21.137 - - [15/Mar/2006:12:44:38] "GET /images/
195.93.21.137 - - [15/Mar/2006:12:44:38] "GET /images/
195.93.21.69 - - [15/Mar/2006:12:44:38] "GET /images/
195.93.21.34 - - [15/Mar/2006:12:44:38] "GET /images/
195.93.21.106 - - [15/Mar/2006:12:44:38] "GET /images/
195.93.21.72 - - [15/Mar/2006:12:44:38] "GET /images/
195.93.21.130 - - [15/Mar/2006:12:44:38] "GET /images/

As you can see above, one visitor registers 16 different IP addresses in the log by requesting only one page. This is because the individual requests for each image increase the number of requests significantly, therefore seeming to indicate multiple users. Caching confuses traffic data on how long people view the pages, but AOL confuses it even more. AOL's use of dynamic IP addresses changing mid-session muddles everything in a site's traffic statistics. AOL even admits to the challenges this creates for site statistics. Located on AOL's Webmaster FAQ, they state: 

Q. Can I use the IP address of the request to track a member's access to my site?
A. No. Because AOL uses proxy servers to service the requests made by members, webmasters see the IP address of the server, not the Dynamically Assigned Host Address (DAHA) of the member in their web site log files. The problem with trying to use the IP address to track access is that there may easily be multiple members assigned to a proxy server. All of the member requests would appear to be coming from one member if you assumed a relationship between member and IP address. In addition, members may be reassigned to a different proxy server during a session. 

Problems created by AOL’s dynamic IP addressing practice can include: 

· The analytics tool may show many more users and visits than the site actually had. 

· The data on entry and exit points will be unreliable. The more AOL users the site has, the less reliable this data. Users will look like they've left when they've simply gotten a new IP address. Their next page view will make them look like a new user. 

· The data on length of visit and time on each page will also be unreliable. 

Conclusion - Server Log Analysis Is an Unreliable Tool for Usability 

It is recommended that an organization not spend extensive amounts of time and money to gain usability data from server logs. An organization would be better served by hiring an experienced human factors engineer to perform an expert review or conduct a formal study with users. The results would be much quicker, more accurate, and more informative. 
